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NIST Continues Leadership on Security 
and Privacy, Addressing Mobile Security 
in the Enterprise
On November 4, NIST’s National Cybersecurity Center of Excellence 
(NCCoE) released a draft cybersecurity practice guide for mobile device 
security. Comments are due January 8, 2016. This is one more example 
of practical guidance being explored by this non-regulatory agency, which 
will help companies navigate security challenges, but which may animate 
future standards of care and regulatory expectations. As explained in 
a previous article, NIST is playing an increasingly critical role in cyber 
and privacy, though its activities are not subject to regular administrative 
agency procedures or judicial review.

This lengthy draft guide addresses mobile security, an area of increasing 
federal attention. For example, the Federal Trade Commission has been 
looking at mobile security lifecycles.

Draft Guide Content
“Mobile devices extend or eliminate the notion of traditional organization 
boundaries, posing challenges that nearly all businesses regardless of 
sector or organization size” face, said NCCoE Deputy Director Nate Lesser in a November 4 
news release announcing the draft guide.

The NIST draft guide explains that existing technologies can assist companies trying to elevate 
the security of data that resides on employee-used mobile devices. The guide includes a “typical” 
IT scenario that “shows organizations how to configure a device so that it can be trusted” and 
how to deal with contingencies like lost or stolen devices. 
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Introduction
Privacy and security issues continue to arise from a variety of important directions. Bruce McDonald 
writes about the recent Supreme Court oral argument addressing standing in privacy breach cases—an 
issue that could transform the litigation environment for privacy and data security breaches and related 
class actions.  Megan Brown, Amy Worlton, Shawn Chang, and Matt Gardner look at the recent action 
in the Senate to (finally?) pass cybersecurity legislation. Megan also writes about the draft cybersecurity 
proposals from the National Institute of Standards and Technology (NIST) related to mobile device 
security. And Dot Powell-Woodson, Rachel Alexander, and Kathleen Scott review recent (and very 
complicated) developments about how the Telephone Consumer Protection Act (TCPA) affects the 
activities of health insurers in communicating with their members.

As always, please let us know if you have questions or comments on any of these issues, or if there are 
areas where we can be helpful to your company on privacy, data security, and cybersecurity issues. I 
can be reached at knahra@wileyrein.com or 202.719.7335.  ▪

-Kirk Nahra, Privacy Practice Chair
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Many health care plans and other covered entities 
operating in the health care arena—including 
business associates and contractors—are 
aggressively exploring the use of less formal 
communication modalities to better serve their 
members. Today, health plans regularly communicate 
with members through email but are increasingly 
seeking to communicate via the telephone—whether 
through automated dialer calls or text messages. 
Health plans believe that connecting with their 
members using the same communication vehicles 
their members routinely use with their families, 
friends, and others will allow the health plan to 
share important targeted, timely information that 
will increase member awareness and ultimately 
enhance member health and wellness. Thus, 
from appointment and general preventive care 
reminders (e.g., flu shot reminders), to specific 
information targeted to encouraging medication/
treatment compliance related to the member’s 
specific condition (e.g., regular glucose monitoring 
for a diabetic), health plans see great promise in 
employing automated dialer calls and text messages 
as member communication vehicles.

But with this great promise comes significant 
potential regulatory peril. Health plans already 
are keenly aware of the many HIPAA privacy and 
security issues that arise with respect to any member 
communication and routinely consider issues such 
as: whether the communication involves the use or 
disclosure of protected health information (PHI) and, 
if so, whether the use/disclosure is for treatment, 
payment, or health care operations or is for marketing 
purposes, or whether encryption technology must 
be employed in connection with the use/disclosure. 
These questions remain important and necessary 
considerations. But now, depending on the mode 
of transmission, there are other legal requirements 
that must inform health plan communications with 
members.

The Telephone Consumer Protection Act
The TCPA is one such requirement. The TCPA is 
designed to protect individuals from unsolicited, 
automated phone calls (which include text messages) 
by establishing a number of important requirements 
for these calls. The reach of this law is quite broad 
in that it covers calls and texts made by any entity 
(which would include health plans), and governs 
informational calls and texts, as well as marketing 
calls and texts (thereby implicating the full range 

of messages that health plans might be seeking to 
communicate).

The TCPA is not only broad, it also is quite 
complicated—and this complexity rests in the wide 
range of rules that address almost every facet of 
how, when, why, and who is making the call. Below 
is a sampling of the areas regulated by the TCPA, 
and the factors that impact how calls and texts health 
plans might wish to make to their members will be 
regulated:

•  The content of the message

•  The purpose of the call

•  Whether calls/texts contain marketing or 
advertising messages versus informational 
messages

•  The ways in which members can revoke 
consent, including oral revocation

•  Whether calls/texts are made to residential 
landlines or wireless numbers

•  The time of day during which the call/text can 
be made

•  Whether the number can be contacted at all 
(phone numbers that are on do-not-call lists 
versus those that are not)

•  Whether calls/texts are automated (like 
prerecorded voice calls or calls/texts made using 
an autodialer) or made manually

•  When consent is required from the call 
recipient and what type of consent is necessary

•  The ways in which an autodialer may be used 
to make calls or place texts

Finally, and importantly, the TCPA establishes special 
rules for calls and texts by HIPAA-covered entities 
and business associates delivering “health care 
messages.”

While these distinctions may seem innocuous to a lay 
person, they matter greatly in the world of the TCPA. 
And, the stakes are high. Not only do violations of the 
TCPA subject callers to the possibility of regulatory 
fines for each call/text that is not TCPA compliant, 
callers are also at risk of class action litigation 
under the TCPA, a provision that plaintiffs’ attorneys 
routinely invoke.

Reaching Out Without Getting Burned: Understanding the 
Impact of the TCPA on Health Plan Member Communications

continued on page 5
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Senate Passes Cybersecurity Legislation in 74-21 Vote
On October 27, 2015, the U.S. Senate passed the 
Cybersecurity Information Sharing Act (CISA) by a 
margin of 74-21. The bill is designed to increase the 
ability of the private sector and federal government 
to detect and thwart cyberattacks in real time. In 
order to accomplish that, the bill directs the federal 
government to create procedures for the voluntary 
sharing of cyber threat indicators between the private 
sector and government. The bill envisions that 
the federal government will facilitate the ability to 
respond in real time by creating a process that allows 
information sharing between federal entities “in an 
automated manner.”

What the Bill Would Do
The bill provides protection for entities who share 
cyber threat indicators with the federal government, 
but only if the sharing is provided through a portal to 
be developed by the U.S. Department of Homeland 
Security. The bill requires dismissal of any claim 
based on the sharing or receipt of a cyber threat 
indicator or defensive measure, excluding claims 
based on gross negligence or willful conduct. In order 
to take advantage of the immunity offered in the bill, 
an entity would have to show that it complied with the 
procedures required by the bill, including procedures 
to protect the privacy of individuals. Specifically, 
before sharing a cyber threat indicator, an entity 
must take steps to remove any personal information 
or information that identifies a specific person not 
directly related to a cybersecurity threat that is 
known to the entity at the time when the cyber threat 
indicator containing such information is shared with 
the federal government.

The federal government can use the cyber threat 
indicators it receives in limited ways beyond just 
identifying and mitigating cybersecurity threats. 
For example, the federal government can use the 
information to investigate and prosecute certain 
imminent threats, including threats involving serious 
bodily harm, serious economic harm, terrorism, 
computer hacking, and the protection of trade secrets.

The bill also allows private entities to take a more 
active role in their own cyber defense. Under the 
proposed legislation, private entities may monitor their 
own information systems and engage in defensive 
measures for cybersecurity purposes. Although 
allowing defensive measures may provide a narrow 
exception to the Computer Fraud and Abuse Act, the 
bill does not allow for private entities to engage in 
full-scale cyberattacks on suspected hackers. Absent 
written consent, the defensive measures can only 

be applied to an entity’s own information systems in 
order to protect the rights or property of the private 
entity.

Earlier this year, the U.S. House of Representatives 
passed two similar cyber threat sharing bills. The 
Senate bill will now go to conference with the House 
legislation to reconcile any differences and come up 
with a final bill. The Obama Administration has given 
conditional support to the bill.

Implications for Companies
If enacted, the bill presents an opportunity for private 
sector entities to improve their cybersecurity by 
quickly learning about active cyber threats. The 
challenge to companies will be to make proper 
decisions about when to share a cyber threat indicator 
with the government and what specific information 
should be shared. In particular, companies will have 
to take appropriate actions to make certain that they 
have complied with the requirements to remove 
known personally identifiable information from the 
cyber threat indicators both to qualify for immunity 
under the bill and to protect their users’ privacy. ▪

For more information on this bill and other 
cybersecurity issues, please contact:

Megan L. Brown
   202.719.7579
   mbrown@wileyrein.com

Amy E. Worlton
   202.719.7458
   aworlton@wileyrein.com

Shawn H. Chang
   202.719.4456
   schang@wileyrein.com

Matthew J. Gardner
   202.719.4108
   mgardner@wileyrein.com

mailto:mbrown%40wileyrein.com?subject=
mailto:aworlton%40wileyrein.com?subject=
mailto:schang%40wileyrein.com%0D?subject=
mailto:mgardner%40wileyrein.com?subject=
http://www.wileyrein.com/professionals-MeganBrown.html
http://www.wileyrein.com/professionals-AmyWorlton.html
http://www.wileyrein.com/professionals-ShawnChang.html
http://www.wileyrein.com/professionals-MattGardner.html
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The Supreme Court Oral Argument in Spokeo v. Robins

continued on page 5

The Supreme Court of the United States heard oral 
argument on November 2 in the potentially very 
important Spokeo, Inc. v. Robins case (S.Ct. No. 
13-1339). While no clear consensus was revealed, 
the Justices’ comments and questions during the 
vigorous one-hour argument suggest that the 
decision may be narrower than many in the business 
community have feared.

Case Background
The underlying case was brought by an individual, 
Thomas Robins, in the U.S. District court for the 
Central District of California against Spokeo, Inc. 
alleging willful violations of the Fair Credit Reporting 
Act (FCRA) and seeking statutory damages and 
injunctive relief. The FCRA provides for such private 
actions. Robins complained that Spokeo had issued 
reports to third parties that contained inaccurate 
information about him. The complaint asserted this 
reflected Spokeo’s willful failure to follow practices 
required of credit reporting agencies designed to 
assure the accuracy of information provided to users 
such as potential lenders, employers, and insurers. 
The complaint proposed a class action.

The district court dismissed the complaint on the 
ground that Robins had not alleged injury sufficient 
to constitute a case or controversy and thus the 
federal court lacked jurisdiction under Article III of the 
Constitution. On appeal, the U.S. Court of Appeals for 
the Ninth Circuit reversed, ruling that there was Article 
III standing. It rejected Spokeo’s contention that 
“Robins cannot sue under the FCRA without showing 
actual harm,” and, instead, determined that “Robins 
has standing by virtue of the alleged violations of his 
statutory rights.”

Spokeo was granted review by the Supreme Court, 
which specified the question presented as whether 
Congress may “confer Article III standing upon a 
plaintiff who suffers no concrete harm, and who 
therefore could not otherwise invoke the jurisdiction 
of a federal court, by authorizing a private right of 
action based on a bare violation of a federal statute?” 
Because of this broad statement, and the fact that 
it was not expressly limited to FCRA, the business 
community understandably has been concerned that 
the case holds the potential for the Supreme Court 
to invite class actions seeking huge amounts of 
statutory damages for violations of various statutory 
requirements. The parties’ presentations were joined 
by 17 amicus briefs supporting Spokeo by business, 
credit agency, and advocacy groups; by 15 amicus 
briefs supporting Respondent Robins, including the 
United States; and by one amicus brief supporting 

neither side. Oral argument was presented by 
Spokeo, Robins, and the Deputy Solicitor General.

Inferences from the Oral Argument
The Justices’ questions and observations recognized 
the possibility of a ruling as broad as on the full 
scope of the issue presented. At one point, Justice 
Sotomayor declared, “I think the breach of any legal 
right you are given gives Article III jurisdiction.” 
However, the weight of the questioning tended to 
focus on the narrower issue of whether Robins 
himself had standing to sue under the FCRA.

In response to Spokeo’s argument that standing 
should require that there be actual harm suffered 
by the plaintiff, the Justices probed whether Robins 
had suffered such harm. For purposes of the present 
decision, it was assumed that no harm had been 
alleged other than the dissemination of inaccurate 
information about Robins in credit reports. Justice 
Breyer recounted that Spokeo used “a photograph of 
the wrong person; a statement that he’s in his 50s; 
he isn’t. That he’s married; he isn’t. He’s employed 
in a professional or technical field; he isn’t. That he 
has children; he doesn’t. That his economic health 
is very strong; it isn’t. And his wealth level is in the 
top 10 percent; it isn’t.” Justice Kagan summarized, 
“They basically got everything wrong about him.” The 
questioning focused on whether the dissemination 
of credit reports containing such inaccuracies itself 
constituted harm for standing purposes and whether 
Congress had the authority to elevate it if it otherwise 
did not achieve that status.

Some Justices indicated their feeling that 
disseminating such false information did constitute 
harm. Justice Kagan declared that “if somebody 
did it to me, I’d feel harmed” and speculated that, 
if surveyed, “most people would feel harmed.” 
Justice Sotomayor noted that “if you’re not married 
and there’s a report out there saying you are, that’s 
a potential injury” because single people “look at 
whether someone who’s proposed to date is married 
or not.” In response to the suggestion that a showing 
of actual job loss, or a loan or insurance denial 
should be required, Justice Kagan asserted that 
false information in a credit report is “actually the 
quintessential kind of injury that you will never be able 
to detect and surely not to prove.” Justice Kennedy 
suggested that it might matter that the speaker “is a 
credit agency that is regulated.”

If the Court determines to decide the case based 
on whether false information about the plaintiff 
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Reaching Out Without Getting Burned: Understanding the Impact of the TCPA on Health Plan 
Member Communications continued from page 2

The Interactions of TCPA and HIPAA
Compliance with both TCPA and HIPAA requires 
carefully threading a path between two complex 
regulatory regimes. For example, in some 
circumstances, the TCPA requires that the entities 
making a call or sending a text have the consent 
of the call recipient before initiating the call/text. 
If the message being sent includes PHI, HIPAA 
also requires certain forms of authorization before 
that call or text can be sent. Importantly, obtaining 
consent under the TCPA is not the same as obtaining 
authorization under HIPAA. For example, TCPA 
consent does not always have to be in writing.

With all of this in mind—not to mention integrating the 
various HIPAA privacy and security requirements—it 
is critically important for health care companies to 
consider the intersection of HIPAA and the TCPA 
before reaching out to members via calls and texts 
(and before entering into a contract with a vendor to 
provide such calling/texting services to you). Failing 
to do so could result in significant health plan liability. 
Further complicating matters, courts are struggling to 

interpret this confusing regulatory regime and recent 
Agency guidance on application of the TCPA to health 
care messages created more confusion than clarity. 
Our TCPA team—which takes advantage of Wiley 
Rein’s deep expertise in both the communications 
and health care fields—routinely deals with calling/
texting programs that implicate these complicated 
questions. ▪

If you would like more information about any of the 
topics discussed above, please contact:  

Dorthula H. Powell-Woodson
   202.719.7150
   dpowell-woodson@wileyrein.com

Rachel A. Alexander
   202.719.7371
   ralexander@wileyrein.com

Kathleen E. Scott
   202.719.7577
   kscott@wileyrein.com

constitutes sufficient harm, there may arise a need 
to characterize how much false information or what 
type is, or is not, enough. The Justices seemed clear 
that, as Justice Sotomayor put it, there is always a 
“materiality question.” Chief Justice Roberts noted the 
example of where a “company publishes your phone 
number, but it’s wrong” as exemplifying “no injury 
whatsoever.”

Construing the FCRA as authorizing Robins to sue 
based on misinformation about him was seen by 
some as making the statute into something different 
from what Congress actually had enacted. Thus, 
Justice Scalia asserted that Congress “said nothing 
about people who have been hurt by misinformation 
being able to sue. It said anybody can sue who’s 
been reported on if the agency failed to use the 
procedures” required by the statute. Moreover, 
the statute “treats everybody about whom false 
information has been given as somebody about 
whom false information that harms him has been 
given.”  

Subject to the caveat that oral argument does not 
always reliably signal what a decision will be, this 
argument suggests several things. First, there 
seemed to be little support for adopting the Ninth 
Circuit’s standing rationale. None of the Justices 

asserted that the standing requirement should 
be structured to facilitate class actions. It seems 
probable that the Justices will be divided on whether 
Congress may confer Article III standing based on 
the misinformation about Robins and/or whether that 
was done in FCRA. Depending on the split, there 
either will be a “no standing” conclusion or standing 
that is individualized and highly fact dependent. Either 
outcome would seem less threatening to businesses 
than what the Ninth Circuit decision suggested. ▪

For more information, please contact:

Bruce L. McDonald
   202.719.7014
   bmcdonald@wileyrein.com

The Supreme Court Oral Argument in Spokeo v. Robins continued from page 4
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NIST Continues Leadership on Security and Privacy, Addressing Mobile Security in the 
Enterprise continued from page 1

The guide:
•  Identifies the security characteristics needed to 
sufficiently reduce the risks from mobile devices 
storing or accessing sensitive enterprise data. 

•  Maps security characteristics to standards and 
best practices from NIST and other organizations.

•  Describes a detailed example solution, 
along with instructions for implementers and 
security engineers on installing, configuring, 
and integrating the solution into existing IT 
infrastructures.

•  Selects mobile devices and enterprise mobility 
management (EMM) systems that meet the 
identified security characteristics.

•  Provides an example solution that is suitable 
for organizations of all sizes and evaluates the 
solution.

NIST takes pains to make clear that it is not endorsing 
particular solutions or vouching for their adequacy 
under divergent regulatory regimes. Nonetheless, 
given NIST’s role as a clearinghouse and catalyst 
for best practices and innovation, those managing 
mobility, particularly in a bring your own device 
(BYOD) environment, should pay attention to what 
NIST is doing.

More from NIST
The private sector can expect more such guidance 
on varied security and privacy topics. According to 
NIST, “The guide is part of the center’s new series 
of publications, called NIST Cybersecurity Practice 
Guides (Special Publication Series 1800), which 
target complex cybersecurity challenges in the public 
and private sectors. The practical, user-friendly 
guides show members of the information security 
community how to implement example solutions 
intended to help them align more easily with relevant 
standards and best practices.”

The NCCoE works to address “businesses’ most 
pressing cybersecurity problems with practical, 
standards-based solutions using commercially 
available and open source technologies.” 

NIST is extremely influential in developing cyber 
standards. NIST took the lead in developing the 
Cybersecurity Framework for Critical Infrastructure, 
a comprehensive and widely used risk-based 
approach to evaluating and moving forward on cyber 
preparedness. NIST’s Computer Security Division 
manages the Computer Security Resource Center, 
which facilitates “sharing of information security tools 
and practices, provides a resource for information 
security standards and guidelines, and identifies key 
security web resources to support users in industry, 
government, and academia.” The Computer Security 
Division plays a role in topics as varied as biometric 
standards, health information technology, supply-
chain risk management, and cyber-physical systems. 

In a world of risk management and post-hoc 
enforcement for perceived security and privacy 
lapses, the private sector should be engaged and 
observant when it comes to NIST’s activities. ▪

For more information, please contact:

Megan L. Brown
   202.719.7579
   mbrown@wileyrein.com

https://nccoe.nist.gov/projects
http://csrc.nist.gov/
mailto:mbrown%40wileyrein.com?subject=
http://www.wileyrein.com/professionals-MeganBrown.html
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sPeeChes & eVents 

When The Rubber Meets the Road
Kirk J. Nahra, Speaker

IAPP Practical Privacy Series 2015: Data Breach

November 17, 2015 | WashiNgtoN, DC

6
FTC: Dictator? Collaborator? Facilitator?
Kirk J. Nahra, Speaker

IAPP Practical Privacy Series 2015: FTC and Consumer Privacy

November 18, 2015 | WashiNgtoN, DC

6
Coverage Issues Arising from Cyber Security Breaches

Laura A. Foggan, Speaker

DRI Insurance Coverage and Practice Symposium

DeCember 3 - 4, 2015 | NeW York, NY

6
Here’s the Thing: Physical Harms from Cyber Perils - Are They Covered?

Laura A. Foggan, Speaker

ABA’s 2016 Insurance Coverage Litigation Committee CLE Seminar

marCh 3, 2016 | tuCsoN, aZ

6
What’s Next for Health Care Privacy?

Kirk J. Nahra, Speaker

Twenty-Fourth National HIPAA Summit

marCh 21-23, 2016 | WashiNgtoN, DC

6
The Changing Face of Health Care Privacy

Kirk J. Nahra, Speaker

Global Priavy Summit 2016

april 3-6, 2016 | WashiNgtoN, DC

https://iapp.org/conference/practical-privacy-series-washington-dc-2015/data-breach-pps
https://iapp.org/conference/practical-privacy-series-washington-dc-2015/ftc-and-consumer-privacy-pps
https://www.dri.org/Event/20150140
http://www.wileyrein.com/professionals-LauraFoggan.html
http://www.americanbar.org/groups/litigation/events_cle.html.html
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https://iapp.org/conference/global-privacy-summit-2016/
https://www.eventspro.net/hcca/getdemo.ei?id=4160206&s=_1Q80KEW6W
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To update your contact information or to cancel your subscription to this newsletter, visit: http://www.wileyrein.com/newsroom-signup.html

6This is a publication of Wiley Rein LLP, intended to provide general news about recent legal developments and should not be construed as providing 
legal advice or legal opinions. You should consult an attorney for any specific legal questions.

6Some of the content in this publication may be considered attorney advertising under applicable state laws. Prior results do not guarantee a  
similar outcome.
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Policy Roundtable:
Building Assurance in Cyber Insurance
Stakeholder Roles and Responsibilities 

Wiley Rein is collaborating with McBee Strategic to host a roundtable discussion on January 20, 2016, 
on the state of the cyber insurance industry and factors that influence growth of this complex market. The 
roundtable will be moderated by Greg Garcia, who leads McBee’s Cybersecurity Practice. For additional 
details, click here.

The event, beginning at 10 a.m., will be divided into two panel discussions and will end with a networking 
lunch. The roundtable will engage industry executives and senior policymakers to identify key business and 
policy drivers of the cyber insurance market and propose breakthroughs that could accelerate the growth of 
the industry.

Greg will be joined at the event by senior state and federal government officials, as well as representatives 
from both the insurance and financial sectors. Participants will include Tom Finan, Senior Cybersecurity 
Strategist and Counsel at the U.S. Department of Homeland Security; Stephen Viña, Chief Counsel for 
Homeland Security at the Senate Committee on Homeland Security and Governmental Affairs; and Matt 
McCabe, Senior Advisory Specialist for FINPRO/Errors & Omissions at Marsh USA’s Cyber Division.

The event is complimentary, but space is limited.
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