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are being used for spam, phishing, distribution of malware and bloatware, 
and other types of scams.1 As a result of these factors, spam alone now 
accounts for up to 70% of the domains in certain new domain registries 
according to one study.2

Cybersquatted domain names also have been used in a number of recent 
high-profile cybersecurity breaches. For example, in early 2015, hackers
gained access to the names, Social Security numbers, and birth dates of 
over 78 million Anthem customers. To facilitate this attack, the hackers 
reportedly registered the domain name we11point.com, which looked like 
Anthem’s former name, and used an e-mail address from that domain to 
entice an employee to click a link in an e-mail designed to look like an 
internal message.3
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Introduction
As we move forward into a new Administration, and continue to evaluate how it will act in connection with 
privacy and data security enforcement, we are watching some important new developments. Matt Gardner 
writes about the Federal Trade Commission’s (FTC) recent report on “Cross-Device Tracking,” which looks 
at the issues surrounding companies that collect and use consumer data across multiple devices. David 
Weslow examines a variety of cybersecurity risks facing companies as a result of cybersquatting. Megan 
Brown and Madi Lottenbach review the FTC’s recent action in the Vizio case, which is important on its own 
but also signals some initial thoughts from the acting FTC Chair about re-evaluation of the FTC’s views on
consumer harm. 
As always, please let me know if you have questions or comments on any of these topics, or if we can be of 
assistance in connection with any of these developments. Please let me know if you have thoughts on 
topics you would like us to address in future issues of Privacy in Focus. I can be reached at 202.719.7335 or  
knahra@wileyrein.com. Thank you for reading. ■

— Kirk Nahra, Privacy & Cybersecurity Practice Chair
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Preparing for New Cybersecurity Risks From Cybersquatting
Cybersquatting is not just a nuisance or trademark problem; as cyberthreats rapidly evolve, it presents serious risks to 
companies. In the not-too-distant past, a company’s primary concern from misuse of Internet domain names was that 
someone would register a domain name that appeared similar to the company’s trademarks, in order to display a 
website with annoying pay-per-click advertisements or a “for sale” landing page. However, as consumers have come 
to expect that companies will use intuitive domain names to make available everything from banking services, to 
entertainment software, to all manner of consumer goods, Internet scam artists have sought to take advantage of 
consumer expectations with increasingly sophisticated misuses of domain names. 

Today, the most problematic domain name misuses include spam, phishing, distribution of malware and bloatware, and 
other types of scams and cyberattacks. Given the potentially serious consumer and brand harm from such activities, 
companies should consider modernizing their anti-cybersquatting practices to adapt to these threats and should 
consider how to address anti-cybersquatting in overall cybersecurity planning. 

The Nature of Cybersquatting Is Evolving
Bad actors use domain names to further illicit schemes in elaborate and evolving ways. According to recent studies 
by information security firms, in certain new top-level domain extensions, over 95% of the issued domain names
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A breach at the U.S. government’s Office of
Personnel Management exposed the Social Security 
numbers of more than 20 million applicants for federal 
positions, along with usernames and passwords 
used to complete background information forms, 
the findings of some background interviews, and
fingerprints 4 That breach apparently was facilitated 
through the use of the domain names opm-learning.
org and opmsecurity.org, which replicated legitimate 
government sites like learningconnection.opm.gov.5

Distribution of malware through domain name 
misuse is a particular focus of certain cybersquatters 
and criminal syndicates. Last year, cybersquatters 
registered the expired domain names of Internet 
advertising companies and reportedly used them 
to serve malicious software through third-party 
advertisements displayed on the websites for The 
New York Times, Newsweek, the BBC, and AOL, 
among others.6 Security experts note that the low 
price of registering domain names (including the 
availability of free names from certain registries) 
makes it easy for cyber criminals to register and 
exploit domain names.7 

Once systems are infiltrated by malware, the threat
to the domain name system is far from over. A recent 
report by network equipment provider Cisco estimates 
that 91.3% of malware uses the domain name system 
to gain command and control, exfiltrate data, or
redirect traffic 8

Many Anti-Cybersquatting Practices and 
Protocols Are Dated 
Just a few years ago, the conventional wisdom 
was that companies could effectively protect their 
trademarks online simply by defensively registering 
their marks across the most popular top-level domain 
extensions and engaging in aggressive monitoring 
and letter campaigns to target copycat domains. 
With up to 1,400 new domain registries launched 
or launching, and increased use of country-code 
domains, third-level domains, and social media 
platforms, those strategies are no longer practical. 
Registering a single mark defensively across all 
new domain registries would run into the tens of 
thousands of dollars alone, not accounting for typos, 
which would push the costs into six figures or beyond.

The benefits of overzealous demand letter campaigns
likewise no longer can be justified. Pursuing
marginally problematic sites with a low likelihood of 
consumer or brand harm merely increases costs and 
is not necessary to protect the brand. For example, 
it may not be necessary to pursue a domain with 
an extension unrelated to the company’s products/

services and that is merely being used to display 
generic pay-per-click content, given the low risk of 
consumer confusion or brand harm. 

Companies Should Modernize Their Anti-
Cybersquatting Programs 
Rather than rely on outdated tactics that can be 
ineffective and, in some instances, counterproductive, 
companies should adjust their online enforcement 
strategies for the fast-changing online ecosphere.

As an initial step, companies should register their 
trademarks with the Trademark Clearinghouse 
(TMCH). The owner of a mark registered with the 
TMCH has the opportunity to register the mark during 
the sunrise period for new domain registries—where 
appropriate. The TMCH also provides a notification
service to would-be registrants for a limited time 
following the launch of new domain registries, and 
to trademark owners notifying them when a domain 
has been registered corresponding to the trademark. 
Trademark owners should be prepared to file
complaints under the new Uniform Rapid Suspension 
(URS) administrative procedure, where appropriate, 
and a TMCH validated mark can satisfy the trademark 
owner’s burden of establishing the validity of the 
trademark under the URS.

Companies also should develop a strategy for 
very limited defensive registrations, focusing on 
the top-level domains that are most likely to cause 
consumer confusion or harm to their brand. To 
complement limited defensive registration efforts, 
companies should consider the various brand 
protection and domain name registration monitoring 
options that can provide early warnings of potentially 
problematic domain name registrations. These 
monitoring services can be particularly helpful in early 
identification of potential cybersecurity issues when
paired with IT staff monitoring of company network 
connections and exfiltrations to identified third-part
domain names. 

Finally, and most importantly, companies should 
develop in advance a protocol for prioritization of the 
inevitable Internet-related incidents that will arise. 
An effective protocol should include a procedure 
for identifying which domain name registrations 
merit action and for dealing with those names in 
the appropriate forum. Based on the severity of 
the potential for harm, escalation options may 
include engagement with the registrar, registry, or 
other service provider; pursuit of a domain name 
dispute resolution proceeding or judicial action; 
and consolidating actions for efficienc . We have 
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had success on behalf of a number of clients in 
bringing consolidated court cases under the U.S. 
Anticybersquatting Consumer Protection Act (ACPA) 
against dozens, or even hundreds, of domain names 
in a single action. 

Developing a protocol to prioritize domain name 
and Internet issues will provide a clear road map 
of options in the event of a cybersecurity incident 
involving a domain name, and will facilitate the 
avoidance of ad hoc decisions and unnecessary or 
overly aggressive enforcement actions. Although 
cybersecurity incidents and associated misuse of 
domain names are likely to continue, such incidents 
can be more readily and efficiently addressed by pre
event modernization of online trademark enforcement 
protocols, and integration of those protocols with 
existing or evolving cybersecurity policies and 
practices including incident response plans.  ■ 

For more information, please contact:

David E. Weslow
     202.719.7525
      dweslow@wileyrein.com 

1  See Blue Coat Research, Do Not Enter: Blue Coat Re-
search Maps the Web’s Shadiest Neighborhoods (Sept. 
2015), available at https://www.bluecoat.com/documents/
download/895c5d97-b024-409f-b678-d8faa38646ab.

2  See Spamhaus, The World’s Worst TLDs, https://www.
spamhaus.org/statistics/tlds/.

3  See Kara Scannell and Gina Chon, Cyber Security: Attack 
of the Health Hackers, Financial Times (Dec. 21, 2015), 
available at https://next.ft.com/content/f3cbda3e-a027-
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curity/cybersecurity-incidents/.

5  See ThreatConnect, OPM Breach Analysis (June 5, 
2015), https://www.threatconnect.com/opm-breach-analy-
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6  See Reuters, Cyber Criminals Snap Up Expired Domains 
to Serve Malicious Ads (Mar. 16, 2016), available at http://
www.reuters.com/article/us-website-malware-idUSKCN-
0WI2DZ.

7  See Paul Vixie, Domain Name Abuse: How Cheap New 
Domain Names Fuel the eCrime Economy, RSAConfer-
ence2015, available at https://www.rsaconference.com/
writable/presentations/file_upload/hta-r02-domain-name
abuse-how-cheap-new-domain-names-fuel-the-ecrime-
economy_final.pdf

8  See John Stuppi and Dan Hubbard, Overcoming the DNS 
Blind Spot, Cisco Blog (Jan. 22, 2016), http://blogs.cisco.
com/security/overcoming-the-dns-blind-spot.
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Kirk Nahra Added to the HITRUST CSF 
Advisory Council
HITRUST recently announced expansion of the HITRUST CSF Advisory 
Council with the addition of key standards and trade associations in order 
to communicate the broader health care industry needs and increase 
outreach. Wiley Rein Privacy & Cybersecurity Practice chair Kirk J. Nahra 
was among the new invitees, and becomes the only outside attorney 
member of the Council. 

Founded in 2007, the HITRUST Alliance, a not for profit, was born out
of the belief that information protection should be a core pillar of, rather 

than an obstacle to, the broad adoption of health information systems and exchanges. The foundation of all 
HITRUST programs and services is the HITRUST CSF, a certifiable framework that provides organizations
with a comprehensive, flexible, and efficient approach to regulatory compliance and risk managemen

The HITRUST CSF Advisory Council coordinates with HITRUST to maintain and improve the HITRUST 
CSF, ensuring it is aligned with and continues to meet the dynamic information protection requirements of 
the health care industry. Council members actively advise and make recommendations to HITRUST with 
respect to the structure and content of the HITRUST CSF and CSF Assurance Program based on their 
various areas of subject matter expertise and experience, as well as the expertise and experience of their 
respective constituencies and other stakeholders. 

Kirk Nahra may be reached at 202.719.7335 or knahra@wileyrein.com.
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Your TV May Be Watching You, Too
VIZIO allegedly used 11 million televisions to collect 
data on its customers, and now it must pay. The TV 
maker agreed to pay $2.2 million to settle a case with 
the Federal Trade Commission (FTC) and the New 
Jersey attorney general’s office after being accused
of collecting—and selling—data about its customers 
without their knowledge or consent.

According to the FTC’s compliant, VIZIO’s smart 
TVs captured “second-by-second” information about 
the pixel display, which the agency says VIZIO ran 
through a database capable of matching the pixilation 
to the corresponding television, movie, or commercial 
content. The FTC further alleged that VIZIO collected 
customer IP address information that, with the 
assistance of a data aggregator, allowed the company 
to link customer viewing habits with information about 
the viewers themselves, including sex, age, income, 
marital status, household size, education, home 
ownership, and household value.

VIZIO will delete all viewing data that it had collected 
prior to March 2016, under the terms of the settlement 
order. It must also prominently display its data 
collection and privacy policies—including the type of 
data it will collect, how it will use or share that data, 
and with whom it may share that data—to consumers, 
as well as create a program to ensure compliance 
with its data privacy policies.

Business Implications
The VIZIO case highlights the importance of providing 
thorough consumer disclosures. The extent to which 
consumers reasonably expect that information 
concerning their location, demographics, and viewing 
habits will be recorded and used for various purposes 

by television and streaming device manufacturers, 
software developers, and the advertising industry 
remains unclear.

The Internet of Things (IoT) holds many potential 
benefits for consumers, but some see privacy
and security concerns, which in turn could lead to 
increased oversight by regulators. In a concurring 
statement, Acting FTC Chairman Maureen Ohlhausen 
observed that this is the first instance in which
the FTC has alleged that individualized television 
viewing activity constitutes “sensitive information,” 
and indicated that further FTC consideration may be 
necessary to clarify what practices cause “substantial 
injury” to consumers and are considered unfair 
practices under the Federal Trade Commission Act.

The FTC continues to engage in matters concerning 
privacy and security, including those affecting the IoT 
industry. Just recently, the FTC announced its IoT 
Home Inspector Challenge—a contest inviting the 
public to develop a tool capable of mitigating security 
vulnerabilities caused by out-of-date software in IoT 
devices. IoT device manufacturers, distributors, and 
retailers should routinely evaluate their privacy and 
security practices in light of continuing regulatory 
developments in this area.  ■

For more information, please contact:

Megan L. Brown
     202.719.7579

  mbrown@wileyrein.com

Madi Lottenbach
     202.719.4193

  mlottenbach@wileyrein.com

https://www.ftc.gov/system/files/documents/public_statements/1070773/vizio_concurring_statement_of_chairman_ohlhausen_2-6-17.pdf
https://www.ftc.gov/system/files/documents/public_statements/1070773/vizio_concurring_statement_of_chairman_ohlhausen_2-6-17.pdf
https://www.ftc.gov/iot-home-inspector-challenge
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FTC Releases Report on Cross-Device Tracking

On January 23, 2017, the Federal Trade Commission 
(FTC) released a report, Cross-Device Tracking: 
An FTC Staff Report (Report), that set out 
recommendations for companies that collect and use 
consumer data across multiple devices. Although 
styled “recommendations,” the FTC will likely view 
deviations from the guidelines set out in the Report 
as unfair or deceptive practices under Section 5 of 
the FTC Act. Companies that use and collect data 
across multiple devices should be aware of the FTC’s 
recommendations and take steps to ensure that they 
are acting in accordance with the recommendations. 

Background on Cross-Device Tracking
Cross-device tracking links multiple devices (e.g., 
smartphones, tablets, personal computers, and 
Internet of Things devices, like wearables and smart 
televisions) with the same user, thereby providing 
a greater understanding of a user’s habits. The 
FTC breaks this tracking down into two categories: 
deterministic and probabilistic tracking.

Deterministic tracking is when a company is able 
to link a user to a device through an identifying 
characteristic, such as a login. Every device that logs 
into that same account will be associated with the 
same user. For example, if a user logs into the same 
Gmail account from an iPhone and work computer, 
those devices would be linked, allowing for browsing 
habits on the iPhone to inform ads on the work 
computer.  

Probabilistic tracking is when a company infers that 
a user is connected to a device through indirect 
means. Probabilistic tracking can take many forms, 
but the two most common are IP matching and 
geolocation. For example, all devices that are linked 
with a user’s home IP address might be linked. Or 
two smartphones (a work phone and personal phone) 
might have similar geolocation data and similar 
browsing history, suggesting that the two devices 
should be linked to the same user. Probabilistic 
tracking is “third party,” meaning that a company does 
not need to have a direct connection with a user—like 
a login to an email account—to track their activity. 

The FTC recognized that cross-device tracking has 
benefits. These benefits include more nuanced and
nimble advertising. If a user purchases a new pair of 
shoes on a work phone, the user’s home phone might 
stop displaying ads for shoes and instead switch to 
ads for matching belts. The benefits can also be more
substantial, including protecting against fraud. For 
example, financial institutions that have a detailed
awareness of the devices in a consumer’s ecosystem 

are better able to recognize fraudulent activity. If a 
bank determines that a request to transfer funds is 
from a smartphone that has never been associated 
with its customer, it can take steps to require greater 
authentication before processing that transaction. 

The FTC also raised several privacy concerns 
with cross-device tracking, and in particular with 
probabilistic tracking. Unlike deterministic tracking, 
the FTC felt that probabilistic tracking may present 
particular risks for consumers because it can be done 
even when a user is not logged into a service on a 
device. Consumers may have difficulty determining
who is collecting their information or what information 
is being collected. 

As the FTC described, “Not only is the practice of 
cross-device tracking opaque to consumers but 
so are the myriad entities that have access to, 
compile, and share data in the tracking ecosystem. 
While a continuous experience may be intuitive 
when a consumer logs into the same service 
on different devices, third-party advertising and 
analytics companies with which the consumer 
has no relationship may also track her activity 
across devices.” The FTC further recognized that 
because probabilistic tracking does not require a 
direct relationship with the entity collecting the data, 
consumers may have few options to control the 
collection of data. 

FTC Recommendations
The FTC made four specific recommendations to
companies that engage in cross-device tracking.  

1. Transparency
First, the FTC stated that due to the “invisible” 
nature of cross-device tracking, companies 
should be transparent with users about their 
practices, including explaining to consumers 
what information is collected from the device, 
the entities that are collecting information, 
and how they use and share the information 
collected. The FTC stated that this was not 
just limited to companies that collect data 
across devices, but that “all companies 
engaged in cross-device tracking—both the 
companies themselves and publishers who 
hire these companies—should truthfully 
disclose their tracking activities.” 

continued on page 6
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2. Choice
Second, the FTC stated that companies 
should offer consumers choices about how 
their activity is tracked. The FTC endorsed 
an opt-out regime for the cross-device 
collection of all data not considered “sensitive 
data.” Specificall , the FTC stated that, “To 
the extent opt-out tools are provided, any 
material limitations on how they apply or are 
implemented with respect to cross-device 
tracking must be clearly and conspicuously 
disclosed.” 

3. Sensitive Data
Third, the FTC stated that companies 
should provide heightened protections 
for sensitive information, including health, 
financial, children s information, and location 
information. Unlike the opt-out regime for 
non-sensitive data, the FTC recommends an 
opt-in regime for these data types. The FTC 
said that these types of data could only be 
collected across devices with a “consumer’s 
affirmative express consent.”

4. Maintain reasonable security
of collected data.

Finally, the FTC recommends that companies 
maintain “reasonable security” to protect 
data collected across devices, adding that 
“companies should keep only the data 
necessary for their business purposes and 
properly secure the data they do collect and 
maintain.” 

Greatest Risk of Future Enforcement Actions 
The FTC’s recommendations for higher protections 
for certain sensitive categories of data and 
“reasonable” cybersecurity are in line with past FTC 
pronouncements. The FTC’s recommendations for 
transparency and choice in the context of cross-
device tracking, however, present new challenges to 
implementation, as discussed below. 

Transparency
The FTC’s call for transparency goes beyond 
recommending that a company be truthful about its 
own practices. Recognizing that cross-device tracking 
covers multiple companies, many of whom do not 
interact directly with consumers, the FTC expressed 
concern that consumers would not get complete 
information about cross-device tracking based solely 
on their interactions with “first-party” companies. To 

remedy the “invisibility of data collection,” the FTC 
recommends that companies “coordinate” throughout 
a user’s ecosystem to create transparency. 

Specificall , the FTC recommends that, “In order 
to ensure that all actors in the ecosystem are 
making truthful claims about the choices afforded 
to consumers, consumer-facing companies that 
utilize third-party companies for cross-device 
tracking—and the cross-device tracking companies 
themselves—should coordinate efforts.” The 
FTC clearly envisions that this coordination will 
reach beyond just “first-party” data collectors that
directly interact with consumers, stating, “Behind-
the-scenes third-party tracking companies may 
themselves be subject to liability when they 
misrepresent to app developers the types of 
information they collect and use ... .”  

The FTC’s recommendation to “coordinate 
efforts” to provide transparency across a user’s 
ecosystem may be particularly challenging. 
The technical nature of cross-device tracking 
necessarily involves devices, apps, browsers, 
websites, and advertisers from the numerous 
companies that constitute a user’s ecosystem. 
Despite the complexity of this ecosystem, the FTC 
puts the burden on these companies—many of 
whom are competitors and do not have existing 
relationships—to provide transparency across 
the ecosystem. Whether this is possible from 
a technological perspective or feasible in the 
marketplace is not clear.  

Choice
The FTC’s recommendation to respect any opt-
out choices by consumers will create challenges 
in the context of cross-device tracking. The 
nature of cross-device tracking makes it virtually 
impossible for any company to effectuate an 
opt-out of tracking across every device in a 
consumer’s ecosystem. Not only are the devices 
involved often sold by different companies, but 
the nature of probabilistic tracking means that 
companies have imperfect knowledge about which 
devices are associated with a user. As a result, 
instead of endorsing a “single opt-out,” the FTC 
recommended that, “[i]f a company offers an opt-
out that is limited to only certain types of tracking 
technologies, the company must clearly and 
conspicuously disclose the limits of the opt-out to 
avoid misleading consumers.” 

Although relieved of the impossible—a single 
opt-out—companies face a different challenge: 

FTC Releases Report on Cross-Device Tracking  continued from page 5
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clearly communicating to consumers the limits 
of any opt-out offered. In particular, the nature of 
third-party probabilistic tracking makes honoring 
opt-out requests difficult. Third-party advertisers 
do not have a direct relationship with a consumer. 
That lack of direct communication will make 
communicating limits on data collection and opt-out 
requests difficult. That difficulty is heightened by
the probabilistic nature of cross-device tracking. 
Third-party advertisers do not know with certainty 
that two devices are in fact operated by the 
same person, and issues will arise in determining 
whether to implement a do-not-track request on 
devices that may or may not be associated with the 
same user.

Companies must carefully review their policy 
statements that allow users to opt out of any means 
of data collection to ensure that the statements are 
appropriately limited to what a company can actually 
do. Policy statements that purport to give users the 
ability to control the collection of their data or to stop 
data collection on “all their devices” should be given 
particular attention.  ■

For more information, please contact:

Matthew J. Gardner
   202.719.4108
 mgardner@wileyrein.com
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