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A Privacy and Security Checkup for 2018
By Kirk J. Nahra
Privacy and security are increasingly complicated compliance and operational requirements 
across a growing range of companies and industries. An enormous profession has grown up 

over the past 15 years to advise companies on 
addressing these issues. These concerns must be 
addressed not just when new laws and regulations 
emerge and when companies enter new fields; 
they also require ongoing and almost constant 
vigilance. For most companies, here are the key 
items you should use for your company’s privacy 
and security checkup for 2018, to make sure you 
are keeping abreast of this challenging and risky 
area. 

The European Union’s GDPR
The European Union’s new General Data 
Protection Regulation (GDPR) – which takes effect 
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In this issue, my colleagues Megan Brown, John Lin, and Michael Diakiwski discuss a draft 
report from the U.S. Department of Commerce and the U.S. Department of Homeland 
Security on a variety of expanding cybersecurity challenges related to botnets and other 
automated, distributed threats. Megan Brown's team also addresses how government cyber 
efforts will affect companies this year. On a broader level, to start off the new year, I describe 
a privacy and security “checkup” for companies in 2018, to make sure that your company’s 
privacy and security program is keeping pace with developments in your business and in the 
law. We hope that this checkup will help protect your company from regulatory action and 
potential privacy and security risks throughout the year, while also permitting you to take full 
advantage of the information and data that is available to you.  

As always, please let me know if you have questions or comments on any of these topics. 
Also, if there are topics you would like to see addressed in future issues of Privacy in Focus 
– or if you have a need for a privacy or data security speaker at your event – please let me 
know. I can be reached at 202.719.7335 or knahra@wileyrein.com. Thank you for reading. ■

─ Kirk Nahra, Privacy & Cybersecurity Practice Chair

http://www.wileyrein.com
mailto:knahra%40wileyrein.com?subject=
https://www.wileyrein.com/professionals-KirkNahra.html
http://www.wileyrein.com/
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Botnet Report Will Impact Private Sector; Comments Sought
By Megan L. Brown, John T. Lin, and 
Michael L. Diakiwski
On January 5, 2018, the U.S. Department of 
Commerce and the U.S. Department 
of Homeland Security released a draft 
of their Report to the President on 
Enhancing the Resilience of the Internet and 
Communications Ecosystem Against Botnets 
and Other Automated, Distributed Threats. 
The Report responds to the President’s May 
11, 2017 Executive Order 13800, 
“Strengthening the Cybersecurity of Federal 
Networks and Critical Infrastructure,” which 
directed federal agencies “to identify and 
promote action" with the goal of 
"dramatically reducing threats perpetrated 

by automated and distributed attacks (e.g., 
botnets)." Comments on the Draft Report 
are due February 12.

The Report calls for several efforts, and 23 
“Actions” that will involve the private sector. 
It addresses public-private partnerships, 
certifications, standards, procurement 
demands, regulation, and international 
coordination. The Report tasks industry 
with enhancing security in software and 
product development, improving enterprise 
security, accounting for activity on ISP 
networks, collaborating more with agencies 
and regulators, and assisting with the 
creation of a new Cybersecurity Framework 
Profile for Enterprise DDoS Prevention and 

continued on page 5
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in May 2018 – is the biggest privacy and 
security story of this year (and the last, and 
probably the next as well). Enormous sums 
of money will be spent by companies across 
the globe to bring themselves into compliance 
with this new set of requirements, which 
update and expand on the existing EU data 
protection rules.  

The first step for any company is to determine 
if the GDPR applies. These provisions 
will apply not only to the obvious entities – 
organizations located within the EU; they also 
will apply to organizations located outside of 
the EU if they offer goods or services to, or 
monitor the behavior of, EU data subjects. 
This means that – generally – the GDPR 
applies to all companies processing and 
holding the personal data of data subjects 
residing in the European Union, regardless of 
the company’s location.  If this applies to your 

company – through employees, customers, 
business contacts and even service 
provider arrangements – this is a substantial 
undertaking.  It needs to be pursued with 
serious effort and a thoughtful approach 
to both compliance and appropriate risk 
management, particularly at this late date. 

International Data Transfer
In addition to the GDPR (and other “in 
country” data protection requirements 
around the world), many companies also will 
need to think about how to move personal 
information from these countries to other 
countries outside of the geographic regions 
subject to the law (e.g., outside of the 
European Union), particularly data transfers 
to the United States. The Privacy Shield 
program has emerged – after the collapse 
of the Safe Harbor program – as one vehicle 

continued on page 3
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Botnet Report Will Impact Private Sector; Comments Sought
continued from page 2

Mitigation, among others. In a special section, 
the Report notes private sector concern about 
legal risks and uncertainties, but it makes no 
recommendations, pointing to existing – and 
limited – protections.

The Report Paints a Serious Picture of the 
Complex Threat Landscape

The Report is structured to offer several 
“visions” for future states in each of several key 
areas. But first, it highlights major recent DDoS 
and other attacks, and analyzes the global 
situation. It identifies six core themes.

• Automated, distributed attacks are a
global problem.

• Effective tools exist, but are not
widely used.

• Products should be secured during all
stages of the lifecycle.

• Education and awareness are needed.

• Market incentives are misaligned.

• Automated, distributed attacks are an
ecosystem-wide challenge.

The Draft analyzes the ecosystem: 
infrastructure, enterprise networks, edge 
devices, and home and small business 
networks. It discussed the need for 
collaboration (both on a small scale and 
globally), best practices, and shared 
defense. Notably, it raised concerns about 
enterprise networks, finding that “[m]any at-
risk enterprises are unaware of the potential 
impacts of DDoS attacks on their operations” 
and that many may not understand their 
Internet service contracts or use available 
DDoS mitigations. It called for more 
widespread enterprise use of the National 
Institute of Standards and Technology’s (NIST) 

Framework for Improving Critical Infrastructure 
Cybersecurity, as well as for consumer 
education, and for “edge devices” to be 
designed more securely.

The Report also looks at governance, policy, 
and coordination. Although coordination does 
take place across sectors, countries and, 
between industry and law enforcement, the 
Report suggests much more can be done. 
Looking ahead, the Report presents “Visions” 
in which purchasers are aware of basic 
security properties of connected devices, 
information is better shared and analyzed, 
and cooperation occurs across sectors, 
agencies, and countries. The Report states 
that the U.S. government and international 
partners should conduct their technology and 
device procurements to create incentives for 
more secure products, and promote open, 
voluntary, industry-driven standards. It further 
emphasizes the need for the U.S. to engage 
with other countries, particularly through the 
National Telecommunications and Information 
Administration (NTIA) within the Department 
of Commerce. Finally, the Report calls for 
more coordination between industry and law 
enforcement to detect and prevent threat 
activity.

The Report Sets Out Five Goals and 23 
“Actions” Impacting the Government and 
the Private Sector

In its Goals and Actions, the Draft offers 
five goals to reduce the threat of automated, 
distributed attacks and improve the resilience 
of the ecosystem. For each goal, the Report 
suggests four to five Activities for the 
government and private sector. The 
Commerce Department’s NIST and NTIA 
receive many assignments. Regulators and 
the Federal Trade Commission (FTC) receive 
praise for 

continued on page 4
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continued on page 5

their work on Internet of Things (IoT) security, 
as “[c]areful enforcement actions can benefit 
consumers and honest participants in the 
market.”

While the Report emphasizes the voluntary 
nature of many Actions directed at the private 
sector, companies can expect additional 
scrutiny and expectations. The Report calls for 
work on topics ranging from device labeling 
to increased engagement with “operational 
technology” companies. There are suggested 
mandates related to procurement, and calls 
for standards that will impact the IoT and 
connected-device ecosystem, from software 
and product developers to Internet Service 
Providers (ISPs) and network carriers.

Goal 1: Identify a clear pathway toward an 
adaptable, sustainable, and secure technology 
marketplace. The report proposes “market 
incentives [to] encourage manufacturers to 
feature security innovations as a balanced 
complement to functionality and performance, 
adoption of tools and processes that result 
in highly secure products is easier to 
justify.” Among several suggested Actions, 
it wants NIST to create additional guidance 
and profiles that can help government and 
industry.

Goal 2: Promote innovation in infrastructure 
for dynamic adaptation to evolving threats. 
This section seeks establish “a more resilient 
Internet and communications ecosystem, 
standards and practices that deter, prevent, 
and/or mitigate botnets and distributed threats 
should be continuously implemented and 
upgraded in all domains…” Its Actions include 
a more muscular role for ISPs and others in 
managing traffic.

Goal 3: Promote innovation at the edge of 
the network to prevent, detect, and mitigate 

bad behavior. This section identifies actions 
stakeholders can take to manage the impact 
of compromised IoT devices. Its Actions 
include driving standards for devices.

Goal 4: Build coalitions between the security, 
infrastructure, and operation technology 
communities domestically and around the 
world. The Report notes that no stakeholder 
can address this issue alone and calls for 
actions that “cross geopolitical, public-private, 
industrial sector, and technical boundaries.” 
This section calls for collaboration between 
law enforcement and industry, with little 
discussion of barriers and risks.

Goal 5: Increase awareness and education 
across the ecosystem. This section identifies 
several Actions to “close gaps between 
current skills and responsibilities” and focuses 
on disclosures, labels, and certifications.

The Report Overlooks Barriers and 
Obstacles to Achieving Many Goals

One major topic seems missing. The Report 
does not address obstacles to implementing 
the many Actions called for. To be sure, 
the Report acknowledges challenges 
posed by complexity and global activity. 
But other than a short section noting some 
commenters’ concerns about liability and 
risk, the Report offers little recognition of the 
serious challenges in getting representative 
stakeholders engaged on things like labels, 
standards, and other initiatives. Throughout, 
the Report hints at the potential role of 
regulators, perhaps to signal to the private 
sector that failure to act voluntarily may require 
more assertive government action. But it does 
not offer a roadmap or call for incentives that 
might motivate the various necessary actors to 
contribute.

Botnet Report Will Impact Private Sector; Comments Sought
continued from page 3
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protection systems and establishes minimum
standards for privacy protections. The CBPR
system bridges across differences between
domestic privacy approaches by applying
commonly agreed-up principles and rules.
Having more harmonized privacy protection
systems that meet minimum standards in
turn helps facilitate data flows between
CBPR members. Companies can also
market certification under the CBPR system
to customers and business partners as an
indicator of reliability and compliance.

Status and Prospects

So far, the United States, Canada, Mexico
and Japan have joined the CBPR system.
South Korea was recently formally approved

to join, and Singapore have submitted an
application. The Philippines, Thailand,
Vietnam, Thailand, Australia, Taiwan and
Hong Kong have also expressed interest in
participating. Thus, while the CBPR system
may have started slowly, it is moving toward
a critical mass of APEC members. U.S.
companies certified under CBPR include
Apple, HP, IBM, Cisco Systems, Lynda.com,
Merck, and Box. 

The benefits of the CBPR system are
expected to further expand. First, though
not required to, APEC members may begin
to recognize companies’ certification under
the CBPR system as meeting that member’s
domestic privacy requirements. This already 

Botnet Report Will Impact Private Sector; Comments Sought
continued from page 4
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Next Steps and Timeline

Comments on the Draft Report are due on 
February 12, 2018. This is a good opportunity 
for groups identified in the Report (software 
providers, enterprises, IoT innovators, DDoS 
prevention and security service providers, 
the Internet community, and operational 
technology developers) to identify their views 
on the path described, and what they need in 
order to take action.

After this, NTIA will host a workshop from 
February 28 – March 1, 2018, to discuss 
comments. The Final Report is due to the 
President on May 11, 2018.  

For years, Wiley Rein LLP has actively 
engaged on cybersecurity law and policy. 
We actively participate in drafting and 
implementing key NIST documents, federal 

agency standards, and best practices across 
the economy. We have advised clients 
on products and services, responded to 
government investigations, and advocated 
before numerous agencies and policymakers 
on issues related to cybersecurity, connected 
devices, and the Internet of Things (IoT). ■

For more information, please contact:

Megan L. Brown 
 202.719.7579 
 mbrown@wileyrein.com

John T. Lin 
 202.719.3570 
 jlin@wileyrein.com

Michael L. Diakiwski 
 202.719.4081 
 mdiakiwski@wileyrein.com

A Privacy and Security Checkup for 2018 
continued from page 2

to transfer data from the EU to the United 
States. There also are options related to 
model contract clauses and binding corporate 
rules. Selecting the appropriate option for 
your company requires thought, strategy, and 
attention to operational considerations. There 
are meaningful compliance obligations and, 
increasingly, these data transfer obligations 
become critical elements of business 
contracting. There are similar programs 
emerging in other countries and regions 
around the world (such as the emerging 
APEC Cross-Border Privacy Rules System).  
While the United States does not currently have 
significant restrictions on offshoring U.S. data, 
pay attention to whether and how this 
is happening for your company’s personal 

information as well. 

Overall, most companies of any significant 
size need to be in compliance with 
international privacy and security laws and to 
develop an appropriate and efficient process 
for transferring data out of other countries and 
managing the flow of data into and out of the 
United States.  

Data Security Needs
Data security is an increasingly regulated 
area, both for specific industries (e.g., health 
care and financial services, along with 
all of their vendors), and broadly through 
regulation by the Federal Trade Commission 
(FTC) and the state Attorneys General. Data 
security requirements are emerging around 

http://www.wileyrein.com
http://www.wileyrein.com/
mailto:mbrown@wileyrein.com
https://www.wileyrein.com/professionals-MeganBrown.html
https://www.wileyrein.com/professionals-JohnLin.html
mailto:jlin@wileyrein.com
https://www.wileyrein.com/professionals-MichaelDiakiwski.html
mailto:mdiakiwski@wileyrein.com
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A Privacy and Security Checkup for 2018 
continued from page 5

the world as well. At the same time – 
despite broader regulation and increasingly 
stringent contractual requirements – security 
breaches remain an ongoing and growing 
problem. Because of these breaches – and 
the associated risks of litigation, adverse 
publicity, business complications and potential 
enforcement – it is critical to remain at or 
ahead of the curve on actual protections 
for the security of personal information.  
Companies should undertake a regular 
security review. This can include formal, 
companywide assessment, and other kinds of 
ad hoc or targeted reviews. However, these 
reviews cannot be put off indefinitely – each 
day without attention to these issues creates 
realistic risks. The emerging best practice 
is to conduct a meaningful review at least 
once a year, with other ongoing evaluations 
as developments require. Make sure you 
have addressed any new acquisitions, new 
offices, updated systems or other meaningful 
changes to your business environment. Read 
through the FTC and HHS Office for Civil 
Rights settlements to identify specific problem 
areas faced by others – and make sure you 
do not have the same problems. Appropriate 
attention to data security requires constant 
vigilance.   

Privacy Update on Data Collection 
While compliance with data privacy 
requirements may not always require the 
same kind of constant attention as data 
security (for example, a data access plan 
for consumers from five years ago may still 
be good enough today), most companies 
revise their sources of data over time, and 
collect, use, analyze and disclose differing 
and broader kinds of personal information as 
business needs increase and technological 
opportunities expand. So, it is critical to 

ensure that your privacy policies appropriately 
reflect the information you are gathering and 
using today, not what you collected five years 
ago.  Data is coming into your company from 
new sources – and your marketing teams and 
many others are moving aggressively to 
capture, analyze, and act on the implications 
of this data. It is critical for a General Counsel 
and privacy officer to understand any new 
sources of data and to be able to evaluate 
thoughtfully how this new data is being used 
by your company.  

Social Security Numbers  
While most privacy laws cover a broad range 
of personal information, not all information 
is created equal. In the United States, 
the single most “risky” piece of personal 
information is the Social Security Number 
(SSN).  A security breach involving an SSN 
almost automatically requires notice to 
individuals, generates attention from 
regulators, and leads to litigation. Despite 
these concerns, in my experience, most 
companies still collect, use, and disclose 
SSNs based on the accidents of their history 
– often for reasons and in projects that make
no sense today. Every company should
undertake a project to identify every place in
the company where an SSN is collected,
used, stored, or disclosed.  You will find that
many of these are unnecessary or
inappropriate for any reasonable purpose.
Every step you can take to reduce the
presence of SSNs in your company materially
improves the protections for your company, its
employees and its customers.

Complaints/Security Incidents 
Many privacy and data security laws and 
regulations operate primarily in theory – you 
take actions to reduce or eliminate potential 
risks and specific potential concerns. So, 

continued on page 7
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A Privacy and Security Checkup for 2018 
continued from page 6

where the rubber meets the road is when these 
potential risks and concerns come to fruition. 
This typically means a security breach or a 
consumer complaint. Make sure that 
your company has an appropriate response 
mechanism for these developments. The goal 
should not be to stifle further questions – it 
should be to identify a potential problem, 
determine if there are actual problems, fix 
these problems and take steps to ensure 
that they do not happen again. By taking 
appropriate, thoughtful and, often, aggressive 
action, companies can protect themselves 
and their audiences. Moreover, make sure you 
have evaluated and learned from complaints 
and security incidents even if these incidents 
did not lead to real problems – there often is 
a "tip of the iceberg” element to these events 
that can provide useful learning, but many 
companies miss these opportunities in the 
ongoing press of business.  

Artificial Intelligence, Big Data and Profiling
One of the hottest issues of the year (and 
likely going into the next decade) involves 
how artificial intelligence is changing so 
many aspects of day-to-day life. Every 
company needs to be thinking about how it is 
using all the new data that is being made 
available from an increasingly broad variety of 
new data sources. The challenge for many 
companies – and where an influential privacy 
officer can be especially important - is to 
appropriately balance all the differing 
considerations within a company about this 
data. Your marketing team wants more data 
to be used for all marketing purposes. Your 
strategic and business development teams 
want to gather data from any source possible, 
even before really knowing what might be 

done with it. Companies want to collect as much 
data as possible, which is antithetical to some of 
the emerging compliance issues related to data 
minimization. The rules for big data analytics 
and profiling are vague at best, and there is 
much more movement in relevant technology 
than there is in relevant regulation. So, 
companies need to assess and understand 
what big data they are gathering, how they are 
using it, and the contexts in which they are 
making decisions – about business operations, 
individual consumers, or otherwise – in 
connection with this data. This kind of big data 
inventory is enormously important to ensure that 
companies are drawing the appropriate 
balances and acting reasonably in a context 
where there are both tremendous opportunities 
but also significant risks for both individuals and 
businesses. Ethics is an element of this 
discussion, whether in a broad altruistic sense 
or because a bad judgment on data use today 
becomes a headline or lawsuit tomorrow. So, 
companies need to be thoughtful about their 
usage of data even in an environment where 
regulation may be lacking.

Privacy Policies on Websites and Elsewhere 
In connection with understanding how big data 
and artificial intelligence are changing your 
business, one of the places where these 
developments impact companies directly is in 
how their websites are used. Advertising and 
analytics vendors are using more and more data 
generated through your website, and generated 
about your website users, with increasingly 
convoluted and complicated evaluations and 
disclosures. You should review your website 
privacy policies to ensure that they are fully and 
accurately describing how your site uses, 
gathers and analyzes 

continued on page 8

http://www.wileyrein.com


8 Privacy in Focus©© 2018 Wiley Rein LLP | wileyrein.com

personal data (and any data that can be 
connected to an individual or a specific 
device). While the rules are evolving, most 
legal principles involving websites permit 
broad use and disclosure of information as 
long as the use and disclosure are accurately 
and completely defined in a website policy.  
So, if your business activities are moving 
faster than your policies, you run a risk that 
your policies can be used against you. An 
annual checkup of your website privacy policy 
is critical. You should also evaluate how this 
policy applies to your subsidiaries and any 
related companies, as well as how privacy 
policies are viewed around the world.  

Wellness Programs
Most companies that provide health care 
benefits to employees are subject to at least 
some of the privacy and security provisions 
of the HIPAA rules. If your company self-
insures these health care benefits, then you 
are subject to all of HIPAA, including the full 
HIPAA Security Rule. This is not new – these 
requirements have applied since HIPAA first 
went into effect. It is still surprising, however, 
how many companies are not aware of 
these HIPAA obligations and have not fully 
implemented an effective HIPAA compliance 
program.  

What is new – and makes these HIPAA risks 
even more important – are the privacy and 
security implications of wellness programs. 
More and more companies are implementing 
wellness programs, with expanding roles, 
benefits, and (sometimes) penalties.  
Vendors are obtaining more data about your 
employees. There are new opportunities to 
gather and use data through a broad variety of 
mobile applications and wearables.  Wellness 

programs often intersect with other data 
monitoring efforts by employers using new 
technology.  And companies are increasingly 
looking for ways to incorporate wellness ideas 
across a broader range of employees and 
in a broader range of situations. Often, this 
involves efforts to integrate wellness program 
data with other corporate data. This is a 
significantly risky area for privacy. The rules 
are confusing – including the basic question 
of whether your wellness program is even 
subject to the HIPAA rules (probably not, if 
all employees can participate). Your company 
should review the current activities of your 
wellness program, including how data is 
generated, the benefits/penalties for 
employee participation, and how the data is 
being used and integrated with other personal 
data. 

Due Diligence/Acquisition integration 
Companies also need to make sure that they 
have appropriately integrated any recent 
business acquisitions into their overall privacy 
and security program. Think broadly – not 
only pure purchases, but new offices, 
additional product lines and a full range of 
business changes that can alter your privacy 
and security risk profile. You may have 
protections in a purchase contract from 
privacy and security problems – but the 
resulting publicity and potential government 
enforcement will be your issue, regardless of 
the contract language. Make sure that you 
have thought about these issues during the 
due diligence process (a sophisticated privacy 
due diligence review is increasingly 
important), and then follow through after the 
acquisition to make sure that the right 
changes are being made and that any 
activities are consistent with your overall 
corporate privacy and security program. 

A Privacy and Security Checkup for 2018 
continued from page 7

continued on page 9
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A Privacy and Security Checkup for 2018 
continued from page 8

Some Final Thoughts
Privacy and security issues need to be on the 
radar screen for virtually every company – 
where you have information about customers, 
employees or others, whether you operate 
only in the United States or around the world, 
and regardless of your industry. While a 
thoughtful and effective initial privacy and 
security compliance program is a useful and 
necessary first step, it is critical to make 
sure that your program is keeping pace 
with the enormous range of technological, 
regulatory and operational issues affecting 
most businesses today. This checkup list is 
likely to apply to your company – at least in 

part – regardless of who you are. For your 
company, use this as a starting point but make 
sure that you are on top of developments in this 
constantly changing area that impact your 
specific business operations, your business 
partners, your customers, and the broad range 
of individuals and companies that you deal with 
in your full slate of activities.  ■

For more information on performing a privacy 
and security checkup, please contact:

Kirk J. Nahra 
 202.719.7335 
 knahra@wileyrein.com

How Gov’t Cyber Efforts Will Affect Companies This Year
By Megan L. Brown, Matthew J. Gardner, and Michael L. Diakiwski

1. Expectations Will Rise for Corporate Governance and Accountability, As
Reflected in the National Security Strategy and Executive Orders

2. The Department of Homeland Security Will Be More Assertive
3. NIST Will Impact the Private Sector on a Range of Topics
4. Procurement Demands Will Raise Stakes and Have Effects

Across the Economy
5. Congress is Itching to Do Something, Heightening Oversight Concerns
6. National Security Review of Global Deals and Equipment Use

Will Increase
7. International Regulation Will Challenge Companies and Threaten U.S.

Technology Dominance
8. Multistakeholder Efforts Will Be Important to Stave Off Regulation

To read the full article in Law360, please click here.

http://www.wileyrein.com
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Megan Brown Named to Inaugural Visiting Fellow 
Class at National Security Institute at George Mason 
University’s Antonin Scalia Law School
Megan L. Brown, partner in Wiley Rein’s Telecom, Media & Technology and 
Privacy & Cybersecurity practices, was named to the inaugural class of 
Visiting Fellows at the National Security Institute (NSI) at George Mason 
University’s Antonin Scalia Law School. The class includes more than 30 
experts representing decades of combined experience and service in federal 
counterterrorism, defense, and intelligence agencies and private sector 
ventures. 

NSI is a platform for research, teaching, scholarship, and policy development 
that incorporates a realistic assessment of the threats facing the United States 
and its allies. The Institute’s national security practitioners and industry leaders 
draw on diverse experiences from the intelligence community, government, 
private sector, and academia. Through policy papers, panel discussions, 
and other scholarship, NSI fellows will contribute to a crucial discussion of 
the legal and practical challenges facing the U.S. intelligence, defense, law 
enforcement, homeland security, and cybersecurity communities.

Program publications are available here.

http://www.wileyrein.com
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Events & Speeches
The New Era of Big Data for 
Health Care
Kirk J. Nahra, Speaker
Physicians and Hospitals Law Institute
February 7, 2018 | New Orleans, LA

Women in Wireless
Megan L. Brown, Speaker
Women's High Tech Coalition
February 13, 2018 | Washington, DC

Legal and Regulatory 
Considerations in the U.S. and 
Internationally
Kirk J. Nahra, Speaker
HITRUST TPA Summit 2018
February 20, 2018 | Chicago, IL

International Wireless 
Communications Expo 
Megan L. Brown, Speaker
March 5, 2018 | Orlando, FL

Today’s General Counsel 
Institute 
Matthew J. Gardner, Co-Chair
Cybersecurity Conference
March 19-20, 2018 | San Francisco, CA

Privacy Bootcamp
Kirk J. Nahra, Speaker
IAPP’s Global Privacy Summit
March 27, 2018 | Washington, DC

HIPAA 2.0—Building Better 
Privacy and Security Rules
Kirk J. Nahra, Speaker
IAPP’s Global Privacy Summit
March 27, 2018 | Washington, DC

The Path Towards a New and 
Complete Consumer Health 
Regulatory Structure
Kirk J. Nahra, Speaker
Twenty-Seventh National HIPAA Summit 
March 28, 2018 | Arlington, VA
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