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Health care privacy and security trends for 2019 involve narrow issues like potential HIPAA changes 
surrounding data security, says Kirk Nahra, partner at Wiley Rein LLP. But broader trends include how non-
health care companies are protecting patient data, the growth of technology companies like Amazon and 
Google in the health space, state and federal enforcement, and watching where health care falls in national 
privacy legislation debate.

By Kirk J. Nahra

(Bloomberg Law) --
While much of the public debate on the health care industry focuses on payment and treatment opportunities 
and reforms, broad and growing issues persist about how patient data can and should be used to transform 
health care. Patient privacy must be at the forefront of any ongoing discusions in 2019.

In 2019, hot topics for health care privacy and security center on potential changes to HIPAA rules, the 
entrance of technology players in the health field, state and federal enforcement trends, and how the health 
care industry will fare in the national debate on privacy legislation.

1. HIPAA Updates
The core principles for privacy and data security in the health-care industry are set out in the HIPAA Privacy 
and Security Rules. These rules—initially established early in the 21st century—have undergone one large 
modification (the HITECH statute and implementing regulations) and a small handful of otherwise modest 
changes.

I will be watching whether a current initiative—a “Request for Information” from the HHS Office for Civil 
Rights—will make significant modifications to the HIPAA Rules.

The concept behind this RFI is two-fold. First, various holdover issues still remain nine years after the 
implementation of the HITECH statute—like the controversial HIPAA Accounting Rule. More broadly, the 
RFI looks at whether HIPAA creates impediments to “coordinated care” and other areas where a broader 
flow of patient information should be encouraged (think opioid crisis).
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While only the first step in a potentially lengthy regulatory process, we may see meaningful change to some of 
the core provisions of the HIPAA Rules, even in a context where it isn’t clear any changes are necessary.

2. The Continued Explosion of Non-HIPAA Health Data
While the HIPAA rules provide a baseline for the traditional health care industry, HIPAA has never been an 
overall health information privacy law. Limited by statute, the privacy rule applies only to “covered entities,” 
mainly health-care providers and health insurers.

Over the past decade, we have seen an explosion of new kinds of health data being gathered, accessed, and 
analyzed by entities not subject to the HIPAA rules, primarily (but not exclusively) in the direct to consumer 
context. The RFI cannot address these gaps—HHS cannot extend its regulations without congressional action 
outside of the set of covered entities—so currently there is a significant gap in regulatory obligations for this 
“non-HIPAA health data.”

For consumers, these gaps create privacy risks and confusion and potentially other risks of discrimination and 
otherwise. For the entities gathering this highly sensitive data, there is an important challenge to act 
thoughtfully and responsibly even in the absence of firm governing principles. I will be watching how this issue 
evolves in 2019, and whether companies will appropriately safeguard this important information.

3. The Tech Companies Entering Health Care
One critical element of this “non-HIPAA” data involves the accelerating role of technology companies into the 
health-care field. We are seeing aggressive moves into the health-care industry—on almost a daily basis—by 
Amazon, Apple, and others, both to disrupt perceived failures in the current industry and to make heath 
information more available to consumers through a variety of additional channels.

Many of these consumer-driven activities will be outside of the HIPAA rules. Some—particularly where 
technology companies may be moving directly into traditional health-care industry activities—may subject 
these companies to new regulatory obligations. So, while the health-care industry awaits the impact of these 
companies entering health care from a competitive direction, from a privacy perspective we will need to see 
how consumer interests, loosely regulated environments and health-care disruption all combine to protect (or 
not protect) individual privacy interests—particularly for companies whose traditional use of personal data has 
not been driven by health-care industry laws or ethics.

4. Enforcement (State and Federal)
Because of these developments—and the related but ongoing concerns about the security of health-care data
—I will be watching how enforcement for health-care privacy and security changes in 2019.

The HHS Office for Civil Rights generally has been quiet since the new administration took office—but recently 
has shown more signs of life through a series of meaningful enforcement actions. Will this continue?

In addition, we are starting to see two important kinds of state enforcement from state attorneys general—both 
enforcement in the regulatory gaps (primarily but not exclusively in New York) and through concerted state 
activity to take action under the HIPAA Rules (where state AGs have formal enforcement authority in addition
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to OCR). Both of these steps present meaningful risks for companies collecting health-care data—and I will be 
watching whether this enforcement grows in 2019, and whether the enforcement follows current precedent or 
moves in more aggressive directions.

5. Health Care in the National Privacy Debate
Last, the press for national privacy legislation is moving forward aggressively, driven by the GDPR in Europe, 
California’s new privacy law, and a variety of perceived privacy abuses.

The debate about “non-HIPAA health data” preceded this latest flurry of activity, but now has been sublimated 
to the broader national debate. How will the health-care industry fare in this debate? The California law 
generally carves out HIPAA-covered entities and business associates from coverage (although not without 
generating meaningful confusion).

Many of the federal proposals are directed primarily at “unregulated” activities—and therefore also leave out 
HIPAA entities from new regulation. Will that approach continue? Does it make sense, given HIPAA’s scope 
limits? If there is meaningful preemption, will health-care companies want to be subject to the new law, to 
benefit from preemption? There are lots of moving parts on this legislation, but the health-care industry needs 
to make sure it is participating aggressively and thoughtfully in this ongoing debate.

Kirk J. Nahra is a partner with Wiley Rein LLP in Washington, D.C., and chair of the firm’s Privacy Practice. He 
teaches privacy law at the Washington College of Law at American University. You can contact him at
knahra@wileyrein.com, and follow him on Twitter @kirkjnahrawork.
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